
Data Security - In Office
For employees working in office. Please fill in the consent 
form after review.  

1

https://docs.google.com/forms/d/e/1FAIpQLScrOfPnJpqJ-zwbI9uu4Vg8U9jkjIXRipbrPH3ecz-1g8Jnrw/viewform?usp=sf_link


Topics
- GDPR Introduction

- Why is Data Security important?

- Sensitive Data and PII

- External Data Security 

- Secure Platforms & Licenses

- Storing Data

- Login Authentication

- Internal Data Security

- Data Usage (Purpose, Storage)

- Limits to Access (Sharing Rules, G-Suite Editing 
Access)

- Communication 2



GDPR Principles
To protect data at ACE
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GDPR Principles

- GDPR stands for General Data Protection Regulations
- It is a Pan-European data protection law and applies to all ACE Markets.
- It exists to protect the data of ACE customers.

4



GDPR Principles

- There are 6 Principles that ACE must comply with: 
- 1) Lawfulness, Fairness and Transparency
- 2) Purpose Limitation
- 3) Data Minimisation
- 4) Accuracy
- 5) Storage Limitation
- 6) Integrity and Confidentiality (Data Security)

- ACE abides by these principles as directed by ACE Amsterdam. 
- The important one for all markets is Principle 6 - Data Security.
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Principle 1: Lawfulness, Fairness, 
Transparency

Data must be collected and processed in a lawful, fair, and 
transparent manner with regards to the data subject. This 
includes the collection of data based on a lawful basis 
(consent, contract, legal obligation, vital interest, public task, or 
legitimate interest). The use of data must not breach any other 
laws and must be used in a fair way that is not detrimental, 
unexpected, or misleading. Information and communication 
concerning processing personal data must be easily 
accessible and easy to understand through clear and plain 
language. These values must be held when collecting personal 
information from the data subject/client. The client must be 
able to provide informed consent on the purpose, duration, and 
third parties that may access their data. To remain transparent 
with the data subject, you must state in your privacy policy the 
type of data you collect and the reason you collect it.
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● What is ACE lawful basis? 
Consent, contract

● Must not breach laws, within each 
market ACE must abide by national 
laws in addition to GDPR (usually 
GDPR is strictest)

● Transparency in communication 
means ensuring data subjects 
understand terms of contracts & 
data collection.



Principle 2: Purpose Limitation

There must be a purpose limitation to personal 
data so that it may not be processed further than 
the legitimate purpose. Further processing for 
purposes of the public interest, scientific or 
historical research, or statistical purposes are 
allowed. The data controller/processor must be 
clear about the purposes, record the purposes as 
a part of documentation obligations, inform 
individuals about the purpose and ensure that if 
data is used for purposes outside of those 
disclosed then this new use is also fair, lawful, 
and transparent.

● ACE must only process data 
limited by the purpose.

● ACE’s purpose includes selling 
products, servicing customers, 
maintaining productive 
effectiveness, raising capital for 
expanding operations.

7



Principle 3: Data Minimisation

The data collected must be adequate, relevant, and 
limited to the purpose of collection. Data collection 
should not be excessive, but be sufficient to fulfil stated 
purpose and has a rational link to that purpose. There 
could exist a need to gather more data in the case that 
the purpose cannot be satisfied. The assessment of 
what data is needed should be based on the purposes 
of processing itself. Data should be deleted if it is 
deemed not relevant to fulfilling the purpose. Data 
minimisation applies to the collection, use, and sharing 
of data. The sharing of data should be minimized to the 
least sensitive possible.

● The data collected must be 
adequate and relevant to the 
purpose. 

● It is important that data 
collection is not excessive → 
every data point should be tied to 
a purpose.
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Principle 4: Accuracy

The data controller must consider whether it is necessary 
to periodically update the information to preserve the 
accuracy of the data. The inaccurate data must be 
deleted of rectified without delay. Customers must be 
able to express when their personal data is incorrect or 
misleading as there are obvious risks to the processing of 
incorrect data. The source and status of personal data 
must be clear. The data controller must also anticipate 
and consider any challenges to the accuracy of 
information. Historical records may be kept, as long that 
it is clear that it is historical (changing addresses, etc.) 
Opinions may be stored and are not necessarily 
inaccurate, as long as it is clear that it is an opinion. 

● Data should be updated regularly 
to preserve accuracy. 

● Inaccurate data should be 
rectified. 

● Historical data can be kept but 
must be classified as historical.
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Principle 5: Storage Limitation

Data must be stored in a form that makes it possible to identify 
data subjects for no longer than is necessary for the 
established purpose or processing. The data controller must 
think about and justify the duration that data is kept based on 
the purpose of this collected data. Relevant actions may 
include the establishment of a retention policy/schedule to 
comply with documentation requirements. The data should be 
periodically reviewed and erased or anonymised when it is not 
needed. Anonymisation is an alternative to deletion. The 
challenges to data retention must be considered, especially 
when it comes to erasure. This is a data protection principle 
that can be included in any data governance policies. To 
comply with GDPR, the organisation should document 
standard retention periods for different categories of 
information help, however some small organisations may be 
exempted from this documentation. 

● ACE should not store data for 
longer than is necessary (ACE 
has obligations to local 
governments & KIVA to retain 
data)

● Data can be anonymised as an 
alternative to deletion.
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Principle 6: Integrity & Confidentiality 
(Security)

The data must be appropriately secured, including 
protection against unlawful or unauthorised 
processing, damage, accidental loss. Measures 
taking may include appropriate authentication and 
encryption. The organisation may set technical or 
organisational measures to ensure the integrity and 
confidentiality. This protection principle will take into 
account the cost of implementation, the nature of 
the scope, context, and purposes of processing as 
well as the risk of varying likelihood and severity for 
the rights and freedoms of natural persons. 

● Data must be securely stored 
(from external and internal 
threats).

● May include organisational 
measures. 
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Principle 7: Accountability

The controller of this data must be 
able to be held accountable for 
their adherence to the data 
principles outlined. The data 
controller must. have appropriate 
measures and records in place to 
demonstrate compliance.

● ACE must express accountability 
& demonstrate compliance with 
evidence. 

● This may include technical and 
organisational measures. 
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Data Security
Introduction
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Data Security (Principle 6)

- Data security refers to making sure there is enough protection of personal 
data. This includes unauthorized access, processing, and damage.

- You need to keep your data secure from external threats, such as hackers. 
- You also need to keep your data secure from within your organisation by 

putting in place guidelines for collecting, storing, and using data. 
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Why is it important?

1. The GDPR has strict fines for when its principles are broken (up to 2% of a 
company’s annual revenue)

2. Data breaches have consequences for the wellbeing of customers

3. Data breaches have consequences for the reputation of ACE
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GDPR Fines in the News
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Data Security for Customers

- When ACE sells their products to new individuals, it begins a customer 
relationship: this relationship is built on trust.

- Customers can expect ACE to manage their data in a responsible manner. 
- If ACE does not uphold external and internal data security, it will break 

customer trust. 
- This can negatively affect the customers, as their sensitive information can 

land in the hands of those with malicious intent. 
- Consequently, ACE’s reputation will be damaged by word of mouth. This 

will have a negative impact on future sales.
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Sensitive Data & PII
Gaining Customer Trust
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ACE Data Collection

- ACE collects data from customers such as: customer name, GPS location, 
payment history, household demographics, etc.

- ACE uses this data to: 
- Sell ACE products
- Complete maintenance for sold ACE products
- Secure financing from other organisations to sponsor loans
- Measure ACE impact 

- ACE’s data collection & usage complies with GDPR Principles (ACE only 
collects the necessary data & uses it for business purposes)
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Sensitive Data & Personally Identifiable 
Information (PII)

1. Sensitive Data: Some of the data that ACE collects is sensitive for the 
customer. This may include their loan status, amounts in arrears, current 
remaining balance.

2. Personally Identifiable Information (PII) is data that can uniquely identify a 
specific customer.

- PII Examples are: 
- Full Name
- Phone Number
- Location
- Social Security Number
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Sensitive Data & Personally Identifiable 
Information (PII)

- When you combine sensitive data with PII, this can be used to tie 
particular behaviors to individuals. 

- For example, you know John Smith’s full name, phone number, and the fact that he has 
30EUR remaining balance on his loan.

- This is information that may cause dangerous situations for the customer.

- For within ACE, it is often necessary to combine sensitive data with PII to 
conduct business

- Need to know which customers live in which territory or what their loan status is. 

- But the combination of sensitive data and PII should not be shared outside 
of ACE (unless absolutely necessary). 
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Examples of Personally Identifiable Information

Personally Identifiable Information

John Smith

John Smith
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Checklist: is this PII?

❏ Does this piece of information identify an individual customer or can it 
apply to more than one customer? 
❏ Example: GPS coordinates of a customer’s house vs. territory

❏ If this information is shared out of ACE, could external parties locate or 
contact the customer?

If YES, then it is PII. 
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When do we use PII?

- There are certain activities at ACE for which we include PII. For example:
- Completing maintenance for customers 
- Calling customers about loan payments 

- However, these are scenarios that ACE does not need to include PII:
- Creating a statistic on the number of customers in an area 
- Sharing data on our customer base with third parties (third parties may need general 

locations of the customers, but do not need to know full names or phone numbers).
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PII and Customer IDs

- To protect the customer’s sensitive data, ACE assigns a unique Customer 
ID to every customer that can replace PII.

- This unique ID can be used to create reports and share data on sales, 
service, and loan management with third parties. 

- Now, if third parties get a hold of the data, they cannot tie this record to an 
individual customer.
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Customer Trust

- By replacing PII, like a full name, with a unique Customer ID, ACE will 
protect the sensitive information of customers. 

- This gains customer trust.
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External Data Security
Protection from external threats
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External Data Security

- Protecting data from external threats (outside of ACE activities)
- Hackers who want to sell data 
- Malware

- External data security is built-in to most of ACE’s activities

1. Use of secure platforms (G-Suite, Salesforce)
2. Encryption of data in ACE apps like the ACE Connect App.
3. Preventing unauthorized access with user authentication
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1. Secure Platforms

- ACE uses G-Suite and Salesforce to store the majority of data.
- G-Suite stores written reports for funding applications, sheets with 

customer data, information about ACE employees, ACE standard operating 
procedures, copies of contract templates.

- Salesforce stores data on ACE customers, sales, maintenance and service 
cases, stove usage.

- These two platforms are committed to data security and protection.
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1. G-Suite Security Policies

- Data on G-Suite is stored in the secure Google Cloud
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1. Salesforce 
Security 
Policies
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1. Data Outside of these Platforms

- When you take data from G-Suite or Salesforce and store it on an 
alternative platform (personal laptop, hard drive, third party website) → 
you are no longer protected by security policies from these platforms.

- If you really have to download data to your personal laptop for ACE 
activities there are a couple things you must do.
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1. How to Protect Data on Personal Computers

1. If you are downloading customer data, ask yourself: do I need to include PII 
or can I use anonymised ID numbers instead?

2. After you have used the data, upload the data back to G-Suite Drive. 
3. Once back on G-Suite Drive, delete the data files from your personal 

computer.
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1.  Platform Licenses 

- As an ACE employee, you receive licenses to the ACE Platforms
- name@africancleanenergy.com
- Login to Salesforce

- These licenses are allocated to you based on your role and activities at 
ACE

- You should not share your licenses with others -- unless it is a group 
account (eg. Sales Team Taroworks account)
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3. Login Authentication and 2FA

- Login Authentication refers to the username and password for your 
accounts

- Two Factor Authentication (2FA) requires you to fill in your username and 
password and subsequently authenticate your account using an email 
code or text message.

- 2FA is used in many companies and institutions as it provides the most 
data security. 

- Example: If your laptop is stolen, the thief will not be able to login to your account (even if 
you have saved your username and password) because they do not have access to your 
email or phone. 35



3. Password Requirements

❏ Passwords for your ACE accounts should be difficult to guess. 
❏ For example, include both lowercase and UPPERCASE letters, include 

numbers, and special characters (!@#$%^).
❏ It is very important to keep your passwords private, if you have trouble 

remembering your passwords you can write them down in a secret 
location. 

❏ Your password must be updated every 4 months.
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3. Phone Passwords

- If you use Salesforce, you MUST have a password on your phone too as 
this protects your 2FA. 

- It is important that all sales or maintenance agents that access customer 
data from the field also have a password on their phone.
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Internal Data Security
Internal company policies
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What is internal data security?

- Internal data security is concerned with the collection, storage, access, 
usage, and sharing of data within the organisation.

- Different roles within ACE require access to different data. 
- Sales Manager need information on demos, prospects, and well-performing sales teams
- Call Center agents need to know the phone numbers of different customers

- Data sometimes has to be shared across countries or departments to 
complete activities → this needs to be done in a secure way. 

- Internal data security also relates closely to data privacy.
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Internal Data Security at ACE

In this presentation, we will look at how you: 

1. Access data
2. Store data
3. Share data

For both Salesforce and G-Suite. If you do not have a Salesforce or G-Suite 
account you may ignore those parts of the presentation.
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Salesforce: Access to 
Data
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Access to Data: Salesforce

42

- Roles/Positions at ACE have different access to data on SF. 
- Data in SF is categorised into: 

1. Objects: a collection of columns and rows on a certain data object. 
Examples include Users, Opportunities, Cases, Energy Surveys. 

2. Fields: the columns on a data object. For Opportunities, these fields may 
include Opportunity ID, Customer Name, Quantity, Territory, Amount

3. Records: rows or individual instances of a data object. For example 
Opportunity ID: 2738291, Customer Name: John Smith, Quantity 4, 
Territory: Maseru, Amount: 100USD



Access to Data: Salesforce

- The SF administrator controls your access to data using profiles, 
permission sets, and sharing settings (defaults, sharing rules, role 
hierarchies)

1. Object access is determined by your SF profile + permission sets for 
additional access individual users. Your access can be read only or you 
may have editing access. 

2. Field access are applied by modifying profiles or adding more permissions
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Access to Data: Salesforce

3. Record access is determined by: 
a. Organisational wide defaults 
b. Role hierarchies 
c. Sharing rules: automatic exceptions to org-wide defaults
d. Manual sharing: additional permissions to records (can also be temporary access)
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Access to Data: Salesforce

- The profiles, permission sets, and sharing rules not only determine what 
data you can see, but also what you can do with that data. 

- Some permissions will include the ability to edit, delete, or export data. 

- You may find yourself unable to download excerpts of data from 
Salesforce because your permission sets do not allow you to download 
data from that particular object, or including that particular field.
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Access to Data: Salesforce Common Errors

1. You cannot see a report because you do not have access to the object it is 
based on.

2. You cannot see all of the customers records you expect to see. 
a. You will not be able to view customers outside of your geographical area. However if you 

work in EA you will see both Uganda and Kenya.

3. You cannot see components on your dashboard.
a. This means the report on which the component is based has been altered so that one of 

the groupings is missing. For example, the component’s x-axis was “Date of Sale” but this 
grouping was removed from the report. This is likely an error created when clicking into the 
report (see: SF Usage Guide).

4. More information in the SF Visualisation deck. 46



Salesforce: Storing 
Data
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Saving Data on SF: Reports and Dashboards

- Salesforce saves reports & dashboards into folders. 
- You can save into public & private folders.
- Private Folders/Reports/Dashboards: are only accessible to you. Use this 

when you want to get quick information from a report for yourself without 
having to share it with others. 

- Public Folders/Reports/Dashboards: accessible to anyone in the 
organisation who’s SF sharing settings allow them to see this information. 
If someone else opens this report/dashboard, they will only be able to see 
the data that pertains to them.
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Saving Data on 
SF: Report 
Folders 

Private 
reports 
are only 
visible to 
you.

If you want to 
share the report 
you made with 
others, save it in 
one of the folders 
in public reports. 
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Downloading Data from SF

- On occasion you may need to download 
data from SF to share with your teams. 
(eg. List of Customers that need to be 
visited today)

- If you do need to download this data → 
Save it to G-Drive and delete it from 
your personal computer. If you do not 
have a G-Drive license then you may 
print it off from your personal computer 
and then delete the file. 50



G-Suite: Access to 
Data
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Access to Data: G-Suite

- On G Suite you can decide who gets access to 
the files you have created.

- You can add collaborators to your documents, 
presentations, spreadsheets, and so on. 

- To do this, you should: 
- Select the Share button on your file. 
- Enter the email addresses of those whom you want to 

access your file.  
- Optional: add a message. 
- Select send. 

52



Access to Data: G-Suite

- Once you have selected the name of the 
individual, you choose what type of 
access to give.

1. Viewer: can only see the document
2. Commenter: can view the document and 

make comments on the side. 
3. Editor: can edit the document (including 

what the owner has written/created)
- Select “Notify People” to ensure that the 

individual gets an email. 53



Access to 
Data: G-Suite 
Sharing Files

Who has access to 
the files

Option to copy a shareable 
link that you can distribute 
separately

Add people to share the 
files

Who can view, 
comment or edit the 
files
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Access to Data: G-Suite (Sharing Rights)

An editor, commenter or viewer is able to: 

 Share or unshare Edit content directly Add comments

Editor ✔ ✔ ✔

Commenter   ✔

Viewer    
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Access to Data: G-Suite (Shared Drive)

The previous slides only refers to one or different separate files. When managing folders 
on Google drive (which contains numerous files), other access levels apply. The roles are 
the following: 

- Manager: can view, edit, move, or delete items, as well as manage team member access and 
permissions.

- Content manager: can view, comment on, edit, and add content. A content manager cannot add 
or modify team member permissions.

- Contributor: can add items, but can't move or delete items--although they can restore a deleted 
item from the Team Drive trash.

- Commenter: can only comment. 
- Viewer: can only view. 

To learn more about these access levels, click here. 56

https://support.google.com/a/answer/7337554?hl=en


Access to 
Data: G-Suite
Drive 

Who has access to 
the folders

Add people to share the 
folders

Who can manage or 
view the folders
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G-Suite: Storing Data
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Saving Data: Downloading

- Sometimes you may need to 
download files from your drive, for 
instance when you want to attach a 
PDF in an email. 

- When you do, make sure to delete 
the file from your personal computer 
once you are done using the 
downloaded version. 
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Saving Data: Desktop

- G-Suite, in particular G-drive, 
can also be used on your 
desktop. 

- Here, you should also pay 
attention to stored data that 
are sensitive e.g. customer 
data. If you have files that 
contain such work related data, 
do not keep it on your desktop.  
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Communication of Data
How do we share and communicate data within ACE?
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General Communication

- Every market has their own best practices when it comes to 
communication: WhatsApp, Gmail, Google Chat, etc. 

- Communication at ACE can include discussing sensitive information of 
customers or employees (customer names, loan status, etc.) 

- Therefore, when sharing or discussing sensitive customer/employee data, 
you must use the G-Suite tools (Gmail & Google Chat) whenever possible, 
as this communication is secured. 
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Communication of Data outside of ACE

- When sharing data with third parties, follow these 3 steps:

1. Review the checklist on PII → is it necessary to include PII in this 
document? Replace it with unique IDs if possible.

2. Are you sharing the data within the company? Share using Secure 
Platforms
a. On Salesforce: @mention the user in the report or dashboard
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Communication of Data (3 Steps)

2. Are you sharing the data within the company? Share using Secure 
Platforms
a. On Salesforce: @mention the user in the report or dashboard

  Make sure the report/dashboard that you are 
          sharing is in a public folder.
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Communication of Data (3 Steps)

2. Are you sharing the data within the company? Use secure platforms. 
b. Sharing on G-Suite?

On G-Suite, you can share data and information using the “Share” button in the 
top right corner. 

Then follow the steps as described in the “Internal Data Security” section of this 
presentation.
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Communication of Data (3 Steps)

3. Are you sharing data with third parties (government, NGO, partner)? 
a. Repeat checklist for PII
b. Make the third party sign contracts on data privacy

i. Contract should call for the deletion of data once the purpose has been fulfilled
ii. Contract should state that third party will abide by data protection policies

c. Send the data via Gmail. 
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If in doubt… ask! 
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Sharing data?

Contracts with third parties?

What to include in this report?



References to other information
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- Video of the Data Security Presentation
- Data Security Consent Form for Management and Office Positions
- Data Security Presentation for In-Field Agents: a simplified presentation 

detailing the importance of accurate data input, sharing data via 
WhatsApp, etc.

- Data Security Consent Form for In-Field Agents: make sure the teams that 
you manage agree to this form

- Data Security Poster

https://drive.google.com/open?id=1b8JoCcSj4QvfgPqyLEg9jOY9SU-OsSAi
https://drive.google.com/open?id=1L8q5vwiT1oYhoyNFOsx-bYgxU1flHtQvxQ_g5_8TbgI
https://docs.google.com/presentation/u/1/d/1pHFMuwUCuQNgnFDL5zsqNYPQoMo6dIfwqqi99BHJRTk/edit
https://drive.google.com/open?id=1v8Il23xfcjsHq3Qmpoqf155n5RmSw7vbZRwXizNzTMY
https://drive.google.com/file/d/1fIB2fqa87aSo5x7MZ8ddUsqyoz0UixJe/view?usp=sharing

